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Policy-driven System Management
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Functions: Storage and retrieval of policy

Functions: Policy identification and evaluation

5) Response

Functions: Execution of specified actions,
mediation of access requests

6) Access Response
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Application reads Intra or Reverse proxy
and writes plain data interprocess  dispatches inbound calls
from (local) resource communication (load-balancing)
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Policy Hierarchy/Security Models
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Business Model
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Business concepts
(e.g., institution, business service)

Business Policy

High. level policies specified
over business concepts

IT Service Model

Y

Abstract IT system elements used to
deliver business services (e.g., resource,
interface, communication link)

IT Security Policy

AC and DP policies specified
over IT service elements

IT Infrastructure Model
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JL

Comprehensive system model close
to CIM (e.g., Web service, database,
firewall, network topology, physical and
virtual machine incl. location)
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Policy
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